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Abstract

The rapid expansion of data-driven governance, platform economies, and smart-city infrastructures has transformed privacy from a narrow individual interest into a foundational question of law, power, and democratic ordering. Contemporary legal systems are no longer asked merely to protect secrecy or confidentiality; they are increasingly required to regulate data extraction, algorithmic profiling, cross-border data transfers, and state–market cooperation in digitally mediated environments. This paper examines the evolution of data privacy law through three interrelated legal lenses: digital rights, data sovereignty, and cross-border governance. It argues that the traditional privacy paradigm, while still essential, is insufficient on its own to address the structural features of datafication. Instead, a modern legal framework must integrate individual rights protection, institutional accountability, and public-interest governance over digital infrastructures.
The paper first revisits the conceptual foundations of privacy law, showing how classical understandings of privacy as liberty and control over personal information have expanded into broader concerns about data protection, discrimination, and platform power. It then compares the legal trajectories of the European Union, the United States, and China, with particular attention to the GDPR, the CCPA, and China’s Personal Information Protection Law (PIPL) and Data Security Law (DSL). While these systems differ in institutional design and normative emphasis, all three reveal tensions between economic innovation, national security, and rights protection. The paper next analyzes cross-border data governance as a central legal challenge of the digital era. It shows that conflicts over data localization, sovereignty, and international transfers are not merely technical regulatory disputes, but reflect deeper struggles over jurisdiction, market control, and geopolitical power.
Finally, the paper proposes a rights-based, pluralist legal framework for digital governance. Such a framework should move beyond compliance formalism and toward substantive protection of autonomy, equality, and democratic participation. Privacy law must therefore be understood not only as a defensive shield against intrusion, but also as a constitutive branch of digital constitutionalism capable of shaping the legitimate conditions under which data may be collected, shared, processed, and governed. In this sense, the future of data privacy law lies in its capacity to connect personal information protection with broader legal commitments to accountability, fairness, and digital self-determination.
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 1. Introduction
Law is increasingly being asked to govern a social order in which data has become a core economic asset, an instrument of public administration, and a mechanism of social classification. As digital infrastructures expand across markets, cities, and governance systems, personal data is no longer confined to discrete acts of collection. It is continuously generated, aggregated, inferred, traded, and operationalized across public and private domains. This transformation has produced a major challenge for legal theory and practice: how should law regulate a world in which data is not simply information about persons, but a resource through which persons are governed, evaluated, and influenced (Zuboff, 2019; Van Dijck, 2014; Sadowski, 2019).
Historically, privacy law was often framed around individual seclusion, confidentiality, or freedom from arbitrary interference. Classical privacy scholarship treated privacy as a condition of liberty and human dignity, while later work emphasized informational control and the ability of individuals to determine how personal data is accessed and used (Westin, 1968; Blume, 2010; Tavani & Moor, 2001). Yet the contemporary digital environment has exposed the limits of purely individualistic approaches. Data processing today is deeply networked, inferential, and infrastructural. Individuals rarely understand the full scope of data extraction, and even where notice and consent formally exist, asymmetries of power remain profound (Pelteret & Ophoff, 2016; Veliz, 2020).
This has led to a broader legal turn from privacy narrowly understood toward data protection, digital rights, and data governance. In Europe, privacy has increasingly been embedded within a fundamental-rights framework that links data protection to democratic legitimacy and constitutional order (Seubert & Becker, 2021; Floridi, 2020). In the United States, privacy regulation has traditionally been sectoral and fragmented, but rising concern over platform power, discrimination, and cross-border transfers has intensified calls for stronger legal harmonization (Cobb, 2016; Gillis & Spiess, 2019). In China, the enactment of the Personal Information Protection Law and related legislation marks a major institutionalization of personal information governance, while also raising important questions about the relationship between privacy, data security, and state regulatory power (Zheng, 2021; Chen & Sun, 2021; Zhou, 2021).
This paper argues that modern data privacy law must be understood as part of a larger legal architecture for digital society. Privacy can no longer be treated solely as an individual consumer protection issue. Rather, it has become a structural legal domain concerned with the allocation of informational power among individuals, corporations, and states. The central claim of this paper is that an adequate legal response to datafication requires the integration of three dimensions: first, privacy and personal information protection as rights; second, data sovereignty as a question of jurisdiction, control, and collective autonomy; and third, cross-border data governance as a problem of legal coordination in a fragmented international order.
 2. From Privacy to Data Governance: Expanding the Legal Paradigm
The legal meaning of privacy has evolved considerably over time. Early approaches stressed personal autonomy, dignity, and freedom from intrusion. Westin’s influential formulation linked privacy to the individual’s claim to determine when, how, and to what extent information about them is communicated to others (Westin, 1968). Later work refined this idea through the language of informational control, arguing that privacy law should protect persons against unauthorized access, misuse, and circulation of data (Blume, 2010; Tavani & Moor, 2001). These foundations remain important, but they are increasingly inadequate in the face of platform-based economies and large-scale analytics.
The rise of datafication has changed both the object and scale of legal concern. As Van Dijck (2014) explains, datafication is not just a technical development; it is also an ideological and institutional process that transforms social life into quantifiable data relations. Sadowski (2019) goes further by showing how data increasingly functions as capital, embedded in systems of extraction and accumulation. In this context, privacy harms are no longer limited to exposure or disclosure. They include behavioral profiling, manipulative targeting, exclusionary sorting, and persistent asymmetries in informational power.
This broader environment has generated a shift from privacy law to data governance. Data governance refers not merely to compliance rules, but to the institutional arrangements through which data is collected, accessed, shared, and controlled (Micheli et al., 2020; OECD, 2019). It includes questions of stewardship, accountability, interoperability, and public oversight. The legal significance of this shift is considerable. It implies that law must regulate not only individual transactions involving personal data, but also the structural conditions under which digital systems operate.
A key contribution of this broader framework is its ability to connect privacy with equality and non-discrimination. Big data systems can intensify discrimination through opaque sorting, proxy variables, and algorithmic inference even where explicit sensitive categories are not used (Gillis & Spiess, 2019). Thus, the law of privacy increasingly overlaps with anti-discrimination law, consumer protection, administrative law, and constitutional principles. The legal question is not only whether data was lawfully collected, but whether its use produces unjustified harms, exclusions, or concentrations of power.
 3. Comparative Legal Approaches: The EU, the United States, and China
3.1 The European Union: Fundamental Rights and Regulatory Constitutionalism
The European Union has developed the most comprehensive rights-based model of data protection. The GDPR reflects a legal architecture in which personal data protection is closely linked to dignity, autonomy, and democratic legitimacy. European debates increasingly situate data governance within a wider project of digital sovereignty, emphasizing that technological infrastructures should remain compatible with public values and institutional accountability (Floridi, 2020; European Commission, 2020; EDPB-EDPS, 2021).
This approach has two notable strengths. First, it treats personal data protection as more than a market correction; it is framed as a constitutional commitment. Second, it extends legal scrutiny to cross-border processing, platform behavior, and public-private information ecosystems. The emerging European Data Governance Act and related strategic initiatives further demonstrate that European law is moving beyond individual rights toward institutional models of trusted sharing, stewardship, and governance (European Commission, 2020; European Commission, 2021).
At the same time, the EU model faces enforcement and scalability challenges. Strong legal principles do not automatically resolve problems of platform dominance, opaque algorithmic decision-making, or global transfer dependency. Nevertheless, the European framework remains the clearest example of privacy law evolving into digital constitutionalism.
3.2 The United States: Sectoral Fragmentation and Market-Oriented Regulation
The United States has historically relied on a fragmented and sector-specific privacy model. Instead of a single omnibus data protection statute, U.S. law has developed through a patchwork of sectoral laws, agency action, and state-level initiatives. The CCPA represents an important move toward broader consumer privacy protection, but the overall framework remains less unified than the European model (Cobb, 2016; Ernst & Young, 2021).
This legal structure reflects the broader American tendency to prioritize innovation, competition, and private ordering. Yet increasing concern about data-driven discrimination, platform surveillance, and cross-border data transfers has exposed the limitations of this approach. As Voss (2020) notes, international transfer questions increasingly require more coherent legal responses, especially where U.S. practices diverge from stricter foreign regimes. Likewise, Gillis and Spiess (2019) show that data-intensive systems can produce discriminatory outcomes even in the absence of overtly unlawful classifications, suggesting that conventional consumer choice frameworks are insufficient.
The U.S. experience illustrates an important lesson: privacy law cannot rely solely on disclosure and consent mechanisms where informational asymmetries are extreme. In a data-intensive society, legal protection must address structural power rather than only individual transactions.
3.3 China: Personal Information Protection, Data Security, and State-Centered Governance
China’s recent legal developments mark one of the most significant transformations in contemporary data law. The Personal Information Protection Law (PIPL) and the Data Security Law (DSL) have created a more formalized framework for regulating personal data, corporate compliance, and national data security concerns (Zheng, 2021; Chen & Sun, 2021). These developments are especially important because China had long been criticized for fragmented protections and an underdeveloped privacy-rights framework despite rapid digital expansion (Jingchun, 2005; Yao-Huai, 2005).
A central legal issue in China is the relationship between personal information protection and the right to privacy. Zhou (2021) argues that these concepts are neither entirely identical nor wholly separate; rather, they intersect in complex ways within contemporary Chinese law. This distinction matters because personal information law addresses not only private intrusion but also processing, circulation, and governance structures involving data. In other words, Chinese law increasingly recognizes that modern privacy problems are inseparable from systemic information governance.
At the same time, China’s legal framework differs from the EU model in important ways. Data protection coexists with a strong emphasis on security, public order, and sovereign regulatory control. Zheng (2021) characterizes the global landscape as a “trilemma” between different paradigms of cross-border transfer regulation in the EU, U.S., and China. China’s model illustrates how privacy protection may develop within a broader state-centered logic of data governance, rather than purely liberal-rights constitutionalism.
4. Data Sovereignty as a Legal Concept
The rise of data sovereignty reflects dissatisfaction with privacy law understood only as individual consent. Data sovereignty asks who has authority over data, under what jurisdiction, and according to what normative principles. It addresses the legal and political conditions under which data infrastructures are governed across territories and institutions (Hummel et al., 2021; Couture & Toupin, 2019).
In legal terms, data sovereignty has at least three dimensions. First, it concerns territorial and jurisdictional control, especially where data is stored or processed across borders. Second, it involves collective autonomy: whether communities, publics, or states retain meaningful authority over data infrastructures that shape social life. Third, it relates to technological dependency and platform concentration, which may undermine legal autonomy even in formally sovereign jurisdictions (Floridi, 2020; De Filippi & McCarthy, 2012).
The concept is attractive because it highlights the structural nature of digital dependence. Yet it must be handled carefully. If framed too narrowly, data sovereignty can justify excessive localization or state control without adequately protecting individual rights. If framed too broadly, it risks becoming a symbolic slogan detached from operational legal safeguards. The challenge, therefore, is to connect sovereignty with rights, accountability, and legitimate governance rather than mere control.
Recent discussions on data cooperatives, stewardship, and alternative governance models suggest one way forward. These approaches try to mediate between individualized consent and centralized state or corporate control by creating institutions that manage data in the public interest (Calzada, 2021; Ada Lovelace Institute, 2021). Legally, such models may help move privacy law beyond the binary of laissez-faire extraction versus rigid state command.
5. Cross-Border Data Flows and the Limits of Territorial Law
Cross-border data transfer is now one of the most difficult issues in digital law. Data moves across jurisdictions with ease, but legal systems remain territorially bounded. This produces conflicts over applicable law, enforcement, adequacy, localization, and access for law-enforcement or national security purposes. Chin and Zhao (2022) show that even international trade agreements struggle to resolve these tensions, as commitments to digital trade often collide with domestic regulatory priorities. Similarly, Voss (2020) demonstrates that the GDPR’s transfer regime has become a focal point for broader disputes over legal protection, sovereignty, and market integration.
The cross-border problem is not only doctrinal but constitutional in character. It asks who sets the terms of lawful digital exchange and whose values govern data once it leaves one jurisdiction and enters another. Zheng (2021) captures this tension by comparing the EU, U.S., and China as distinct regulatory paradigms. The EU emphasizes rights and adequacy, the U.S. historically privileges market circulation and sectoral governance, and China combines protection with strong sovereign oversight. These different legal logics make universal harmonization difficult.
This difficulty is particularly visible in contexts such as smart cities, cloud computing, and global platform infrastructures. Data collected locally may be processed transnationally, monetized by foreign firms, and reused in contexts far removed from the original purpose of collection. Such dynamics weaken the effectiveness of purely domestic legal safeguards (Esposito et al., 2019; De Filippi & McCarthy, 2012). They also intensify the need for interoperable legal standards and institutional cooperation.
Accordingly, future lawmaking should not assume that absolute harmonization is realistic. A more plausible legal objective is managed interoperability: sufficiently shared standards for rights protection, accountability, and transfer governance, while allowing jurisdictions to preserve legitimate constitutional differences. This requires stronger mechanisms for transparency, enforceable transfer conditions, and meaningful remedies for affected individuals.
6. Public Health, Smart Governance, and the Emergency Problem
The COVID-19 period demonstrated how rapidly privacy protections can be tested by urgent public needs. Contact tracing, risk scoring, and digital health codes expanded the use of surveillance technologies in the name of public health. Kitchin (2020) warns against treating civil liberties and public health as mutually exclusive categories, arguing instead for frameworks that preserve both. Ioannou and Tussyadiah (2021) likewise show that public attitudes toward surveillance during crises are often contingent and unstable, which means emergency measures can normalize intrusive practices if legal safeguards are weak.
In China, discussions of pandemic governance highlighted how surveillance technologies could be appropriated in ways that risk long-term privacy erosion (Liu & Zhao, 2021). More broadly, algorithmic systems used in crisis conditions can intensify opacity and reduce avenues for contestation. Law therefore must address not only ordinary processing, but exceptional governance contexts in which proportionality, necessity, and sunset mechanisms become essential.
The smart-city context further complicates matters. Smart governance systems promise efficiency, responsiveness, and optimization, yet they can also deepen urban inequality, normalize pervasive monitoring, and shift power toward opaque technical actors (Löfgren & Webster, 2020; Caragliu & Del Bo, 2021; Barns, 2020). For law, the central issue is whether digital urbanism remains accountable to public values. Privacy law, in this context, becomes part of a broader jurisprudence of civic protection and democratic governance.
 7. Toward a Rights-Based Pluralist Model of Data Privacy Law
This paper proposes a rights-based pluralist model for future data privacy law. Such a model would retain the core achievements of personal information protection while extending legal attention to structural power, institutional design, and transnational coordination.
First, privacy law should remain anchored in substantive rights rather than mere procedural notice. Consent has value, but it cannot bear the full weight of digital governance where bargaining asymmetries and infrastructural dependence are pervasive. Rights to access, correction, deletion, and explanation are important, but they must be accompanied by stronger duties of justification, minimization, and accountability.
Second, privacy law should be integrated with anti-discrimination and fairness norms. Where data processing produces exclusionary or manipulative effects, legal assessment must go beyond whether data was “obtained lawfully” and ask whether the resulting system is substantively just (Gillis & Spiess, 2019).
Third, legal frameworks should institutionalize data stewardship and public-interest governance. Individual control is necessary but insufficient. In many high-impact settings, collective institutions are needed to mediate access, ensure representational fairness, and prevent domination by either the state or dominant platforms (Ada Lovelace Institute, 2021; Calzada et al., 2021).
Fourth, cross-border governance should be guided by interoperable baseline commitments rather than lowest-common-denominator deregulation. These commitments should include lawful basis requirements, purpose limitation, redress mechanisms, public transparency, and enforceable transfer safeguards (Voss, 2020; Chin & Zhao, 2022).
Ultimately, data privacy law should be reconceived as part of digital constitutionalism. Its purpose is not only to reduce risk, but to shape the legitimate conditions of digital order. In that sense, privacy law protects not just secrets, but citizenship, autonomy, and democratic membership in a datafied society.
8. Conclusion
The legal future of privacy lies in recognizing that personal data protection is no longer a peripheral issue of consumer compliance. It is a central field of law through which societies negotiate power, accountability, and legitimacy in the digital age. The comparative experiences of the EU, the United States, and China demonstrate that there is no single path toward digital governance, but they also reveal a common reality: data law now sits at the intersection of rights, sovereignty, and transnational regulation.
This paper has argued that traditional privacy concepts remain indispensable but incomplete. A contemporary legal response must move beyond narrow secrecy-based approaches and confront the structural conditions of data extraction, algorithmic governance, and jurisdictional fragmentation. Digital rights, data sovereignty, and cross-border governance should therefore not be treated as separate debates. Together, they form the emerging core of modern data privacy law.
If law is to remain effective in a datafied society, it must do more than manage information flows. It must define the normative boundaries of digital power. That task requires stronger rights protection, more accountable institutions, and a legal imagination capable of linking individual dignity with collective democratic control over data infrastructures.
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